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Build a highly secure firewall

Elements

Establish match between firewall appliance and 
business needs

Configure firewall appliance

Secure perimeter using firewall appliance

Element 1: Establish match between 
firewall appliance and business needs

Performance Criteria

Information on e-business markets, customers 
and methods of doing business are investigated

The current market for the business and the 
customer base are analysed and compared with 
typical e-business markets and customers

Current business relationships, business 
processes and methods of doing business are 
analysed and contrasted with e-facilitated 
businesses

Element 2: Configure firewall 
appliance

Performance Criteria

Innovation and reform of aspects of the 
business through e-business strategies are 
investigated and opportunities identified

Opportunities are assessed for their 
compatibility with business goals and 
objectives, and a cost-benefit analysis 
conducted for each

The degree of likely change and the 
ramifications for the business and its culture 
are evaluated for each opportunity

Element 3: Secure perimeter using 
firewall appliance

Performance Criteria

A risk management analysis is conducted and a 
plan for dealing with contingencies is 
formulated in accordance with organisational 
requirements

Opportunities are ranked in terms of their 
viability and applicability to the organisation

Opportunities for innovation are included in the 
organisation’s e-business strategy and 
prioritised for implementation

Build a highly secure firewall

Knowledge

Security threats, including eavesdropping, data 
interception, data corruption, data falsification, 
authentication issues

Organisational issues surrounding security

Security perimeters and their functions

Types of VPNs, including site-to-site, user-to-
site internet traffic and extranets

Build a highly secure firewall

Knowledge

The function and operation of virtual private 
networking (VPN) concepts, including 
encryption, firewalls, packet tunnelling and 
authentication

Common VPN issues, including, bandwidth, 
dynamic security environment

Network protocols and operating systems

Security protocols, standards and data 
encryption



Build a highly secure firewall

Knowledge

Configuring routers and switches 

Cryptography

LAN, WLAN and WAN solutions

TCP/IP protocols and applications

Auditing and penetration testing techniques

Screened subnets

Virus detection software

Audit and intrusion detection systems

Build a highly secure firewall

Skills
Ability to develop enterprise policies, strategies and 
procedures

Ability to undertake a network security risk 
assessment

Ability to implement security strategies and 
configure network security software and hardware

Implementing LAN, VPN, WLAN and WAN solutions

Cost-benefit comparison

Troubleshooting/debugging


